Acquiring and Installing Additional X.509 CA Certificate Chains for Windows

Note: These instructions are subsequent to the initial creation and configuration of your trust store.  Read those instructions first, which may be found in the Submitter Developers’ Guide.  You must monitor the expiration dates of the certificates and revocation lists you have in your stores. Just prior to expiration, you must acquire the replacement and install it following these instructions where you will likely need to be logged in as an Administrator. There are separate instruction steps for IIS7 from those for IIS 6 and prior.
To launch an elevated command prompt, the administrator user can simply press the Win key; type cmd; press Ctrl+Shift+Enter; and then hit Alt+C to confirm the elevation prompt.
Step 1: [Only for IIS 6 and prior.] Back up your current configuration
A) It is strongly advised that you first back up the file C:\WINDOWS\system32\inetsrv\MetaBase.xml  (or in whatever other path this file may reside)


Step 2: [Only for IIS 6 and prior.] Modify your configuration
Open C:\WINDOWS\system32\inetsrv\MetaBase.xml (or in whatever other path this file may reside) and edit it as follows:
In the global web service settings (IIsWebService), set
CertCheckMode="0"

Microsoft claims that, instead of making this a global setting that affects all web sites hosted in IIS, you can make this setting apply to a specific web site (i.e. web server location). However, this was tested at WIJIS, and it did not work as expected. By following these instructions, you will be turning on CRL checking for all your hosted websites by setting the global configuration to "0".
Step 3: Configure Microsoft Management Console (MMC) for importing of the Certificates

A) Run MMC.exe from the command prompt or from start->run


B) File->Add/Remove Snap-in…
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C) Click the Add button
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D) Choose Certificates and hit the Add Button
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E) Select Computer Account and hit the Next Button…NOTE: You may need to select Service account if you are writing a windows service or having some other service account use the Certificates for authenticating.
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F) Click Finish
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G) Click Close
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H) Click OK
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I) You can now choose File/Save As if you don’t want to go through this process again.  For example you can name it: LocalComputerCertificateManagementConsole.msc.


Step 4:  Importing the Certificates

A) If you have been issued a replacement end-entity certificate for your server, then proceed with step (B).  But if you are installing only an additional CA chain, then these steps will be similarly used for importing the CA certificates; for more information, jump straight to step (J).

B) In your management console that you just set up…Go to the personal folder underneath Certificates.  Right click on that and choose All Tasks->Import.

C) Click the Next button on the Certificate Import Wizard
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D) Click The Browse Button
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E) Change the file type to Personal Information Exchange (*.pfx, *.p12) and then select the file.  Then click on the Open button.
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F) Click the Next Button
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G) If you entered a password for your private key or for your PFX file, then enter the password…You can also choose the option for “Mark this key as exportable.  This will allow you to back up or transport your keys at a later time.”  Again this is something that probably should not be done on the production environment unless you need to migrate from one server to another.  Then click the Next button.
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H) Leave the default of placing the certificate in the personal store…this is where we wanted this certificate to be located.  Click the Next button.
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I) Finally click the Finish Button
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J) You have two other certificates in the bundle that WIJIS sent you.  These are the Root and Intermediary certificates in the chain.  The root needs to be imported into the Trusted Root Certification Authorities folder and the intermediary needs to be imported into the Intermediate Certification Authorities/Certificates folder.  To accomplish this, you repeat the same process as above, but select the appropriate X509 certificates rather than the PFX file.  If you already have the root CA certificate in your trust store, as would those agencies who already participate in other DOJ or WIJIS data exchanges, then you might be prompted by the mmc that the root certificate already exists.  You should not re-import it unless you have been instructed to conduct a replacement of that root CA cert.
Step 5: [Only for IIS 6 and prior. See step 6 for IIS 7.] Configure IIS
A) Run Internet Information Services Manager.  (This is not the same as IIS Admin Service.)  This can be found under your server’s Control Panel/Administrative Tools.

B) Under your computer's websites, select the appropriate website, such as the one used to host your agency's WIJIS Justice Gateway RecordRetrieval service. Right click to show the context sensitive popup menu and choose Properties.
C) Select the Directory Security tab. Under the "Secure communications" section, click the Edit button.
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D) Check the box to “Enable certificate trust list” (CTL).  You may also check the box to “Require 128-bit encryption”, if you desire.
 Check
 the radio button for “Require client certificates”.
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E) Create or edit the CTL as needed. Follow the wizard and, when prompted, select only the root CA certificate(s) that shall be trusted for this particular website you're currently administering. You may select more than one root CA certificate. You may try to find these root CA certs by using the Add from Store button. But it may be more convenient and may be easier to use the Add from File button. Take caution here, because improper selection may open your website to unintended user communities. For example, you should add the Justice Root CA certificate(s) to the RecordRetrieval website. The CTL acts as a filter to allow trust by the administered website of only the CTL-specified CAs out of all those which exist in the Windows trust store (which in turn is administered through the mmc).
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The CTL as it will appear for a server already using the old WIJIS Root CA.
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The CTL as it will appear for a server using the additional, new Justice Root CA.

You are welcome to remove the old WIJIS Root CA “WIJIS-CA01” from the CTL after confirming with WIJIS.

Step 6: [Only for IIS 7.] Remove unneeded root CA certs from the trust store.

Unlike IIS6, there is no support for certificate trust lists (CTL) in IIS7 unless you operate an enterprise CA. This documentation assumes you are not operating an enterprise CA. IMPORTANT: These instructions will cause a change to the entire server's store of trusted root CA certificates; so, all applications and services on the affected server will be sharing the same set of trusted roots. 

As per Microsoft's advice
http://support.microsoft.com/kb/293781
remove those trusted root CA certificates, which you neither need nor trust, from the Computer Account within mmc (see mmc instructions above). Take care to leave in those certificates that are needed for your operating system or that are needed for your services and applications, such as the Justice Root CA certificate. Again, see the link to Microsoft's knowledge base for the list of root certificates that must remain for your operating system to function. That list is included here, too. 
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Necessary and trusted root certificates

The follow certificates are necessary and trusted in Windows Vista and in Windows Server

2008
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Some certificates that are listed in the previous tables have expired. However, these
certificates are necessary for backward compatibiity. Even if there is an expired trusted root
certificate, anything that was signed by using that certificate before the expiration date
requires that the trusted root certificate be validated. s long as expired certificates are not
revoked, they can be used to validate anything that was signed before their expiration

For mars infrmation about how to remave rat certificates fram the store, click the following
article number to view the article in the Micrasoft Knowledge Base
23819 How ta remove a root certficate fram the Trusted Root Store




