IIS Server Configuration For Record Retrieval – Version 6.0 

Instructions made on Windows Server 2003

Step 1) Ensure that you are running IIS 6.0

Begin by going to Start→Settings→Control Panel→Administrative Tools→Internet Information Services (IIS) Manager.  Go to Help→About Internet Information Services (IIS) Manager.  You should see something similar to this.
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If you are running IIS 5.0, you might have to improvise a little.

Step 2) Check to see that ASP.NET extensions are installed

In the IIS Manager go to 'Web Service Extensions' and look for ASP.NET.  ASP.NET v2.0.50727 is selected and the status is 'allowed'.  A screen shot is below:
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If you do not see ASP.NET, you must install it by running this command:

aspnet_regiis.exe /i

In our installation, this command was under this folder:

C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727

Step 3) Create a New Web Site called RecordRetrieval.  

Assign the machine's IP Address and use an uncommon port number for it, such as 8444.  You will also have to select a path on your file system where you host the files.  We set up this service with the permission to read and run.
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Step 4) Configure the ports and IP Address.

Right click on your new web site and go to 'properties'.  On the 'web site' tab, assign an SSL port here.  The TCP Port we assigned is 8444 and we will assign an SSL port of 8555.  Make sure that the IP Address is also assigned.
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Step 5) Set up Authentication for IIS

Go to the 'Directory Security' tab and select 'authentication and access control'.  Enable 'anonymous_access'  and select an account and password that has the appropriate permissions to the folder where you are hosting the files for your service.  Usually an 'IUSR_' account is used.  Also check 'integrated windows authentication' and none of the other boxes:
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Step 6) Setup server certificate

On the same 'Directory Security' tab, click on 'server certificate' in the secure communications box.  Follow the wizard and 'assign an existing certificate'.  If you have already installed you certificate, you should see it there on the screen:
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The next step in the wizard will prompt you for the SSL port number.  Enter 8555 or whatever you selected in step 4.  

Step 7) IP Address and Domain Restrictions

You might also be interested in limited access to this server using the 'IP Address or domain name restrictions'.  

Step 8) Sanity Check

Let's do a sanity check now.  First put a text file with some text in it into the folder where you are hosting your files.  For this example I used a file named 'test.txt'.  Now try to access your file by using your host name and HTTP port.  For this example it is: 


http://165.189.102.88:8444/this.txt
You should see the contents of that file.  If you get a dialog box asking you to log in, go back to the directory security tab and 'authentication and access control'.  Re-enter the user id/password here.

Step 9) Set up our web site to require HTTPS with Client Certificates.  

Go to the directory security tab and click on 'edit' under 'secure communications'.  Click on 'require secure channel' and then click on 'require client certificates'.  Click ok and restart your web service.  Now go back to the URL in step 10 and verify you get a message that states: 'The page must be viewed over a secure channel'.

Step 10) Test HTTPS 

You can test your HTTPS connection using a simple python script which will send a client certificate and a 'get' request for your text file.  Here is the script (the output in our case read the contents of our text file: this is a test):

#!/usr/bin/env python 

import httplib 

import sys 

CERTFILE = "MyCertificate.cer"

KEYFILE = "MyPrivateKey.key"

HOSTNAME = "165.189.102.88:8555" 

conn = httplib.HTTPSConnection( HOSTNAME, key_file = KEYFILE, cert_file = CERTFILE ) 

conn.putrequest('GET', '/this.txt') 

conn.endheaders() 

conn.send('hello world') 

response = conn.getresponse() 

print response.read()

Step 11) Help! It is telling me my certificate is revoked.  

If you are getting this error message, you need to tweak your configuration.  We think this is due to the fact that IIS check the Certificate Revocation List for every certificate in the chain and the root and intermediary certificates can't resolve a CRL.  We try a number of workarounds but we got unpredictable results from IIS.  The final solution was to disable this check in IIS.  Find the file named: 'MetaBase.xml'.    In our installation, it was under the directory C:\WINDOWS\system32\inetsrv.  Create a backup of this file.

Open the file and look for the XML tag 'IisWebService'.  This tag will have many attributes inside of it.  Add the attribute: 

CertCheckMode="1"

This will disable CRL checking.  WHEN YOU SETUP A CERTIFICATE AUTHORITY, MAKE SURE THAT YOUR CRL DISTRIBUTION POINT IS RESOLVABLE ON THE INTERNET.
Step 12) Enable a Certificate Trust List (CTL)

Now we will restrict the Certificates that are allowed into our site by setting up a CTL.  Browse to the 'directory security' tab and click on 'edit' under secure communications.  Now select the box to enable a certificate trust list.  In the wizard, select the button 'add from store'.  You should now see all the root certificates on your machine.  Select your root certificate authority.  
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You can now assign a name to your CTL, we called it 'MY CTL'.  Restart IIS and try your test out again.  It should produce the same results.

Step 13) Deploy your web service

Prepare your web service for deployment and copy it into the folder where you are hosting your files.  Refer to the python script that can be used for Record Retrieval testing to test out your installation.  This script is in the developers guide linked off of the main index.html page.

Step 14)  Open a port on the firewall so the outside world can access your machine in the DMZ

If you are a network administrator, open the corresponding port on your firewall.  Otherwise have fun with the firewall staff!

